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Abstract:  

The graphical processing unit (GPU) is a piece of hardware that was primarily developed to 
enhance the realism and performance of computer games. In recent years however the 
hardware has been opened up to developers and GPU makers are now actively marketing 
the capabilities of the GPU as a generic processor. This project aims to evaluate what the 
GPU really has to offer and compare it to a more conventional processing device. 
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Type Comment C++ built in types  
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u16 Unsigned 16 bit variable Unsigned short  

u32 Unsigned 32 bit variable Unsigned long/int  

u64 Unsigned 64 bit variable Unsigned long long  

    

s8 Signed 8 bit variable char  

s16 Signed 16 bit variable short  

s32 Signed 32 bit variable int/long  

s64 Signed 64 bit variable long long  

    

f32 32 bit floating point value float  

f64 64 bit floating point value double  
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Acronym Meaning 

API Application Programming Interface 
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CUDA Complete Unified Device Architecture 
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RAM Random Access Memory 

SIMD Single Instruction Multiple Data 

SIMT Single Instruction Multiple Thread 

SSE Stream SIMD Instructions 

TPB Threads Per Block 

x86 x86 instruction set and based processors 

 

CUDA terminology  

Term Meaning 
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Host The computer the GPU is inserted in 

Global Memory ¢ƘŜ Dt¦Ωǎ ƻƴōƻŀǊŘ ƳŜƳƻǊȅ 

Host Memory The RAM inserted in the host system 
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1 Introduction  

There exist many problems in the world today that we attempt to solve using computing power. One 
very complex problem is the understanding of protein folding in humans. Scientists at Stanford 
University are trying to solve this problem with a project called Folding@Home. The project works by 
allowing people all around the world to contribute their computing power to performing calculations 
for this cause (Stanford University, 2009b). They hope that with enough processing power they will 
be able to understand how proteins fold and more specifically why they ΨmisfoldΩ and by doing so 
help develop cures for many diseases. 
 
Traditionally such a problem would have been solved by machines known as supercomputers. 
Companies such as Cray, Sun and IBM, to name a few, are well established producers of 
supercomputers.  Cray even goes so far as to advertise ƛǘǎŜƭŦ ŀǎ ά¢ƘŜ ǎǳǇŜǊŎƻƳǇǳǘŜǊ ŎƻƳǇŀƴȅέ 
(Cray, 2009). Due to their nature and scale, supercomputers have always been very expensive 
machines as they have thousands of processors. 
 
The Folding@Home project has effectively created a distributed supercomputer made up of the 
machines of people all around the world. Recently two significant breakthroughs came for the 
project. These were the ability to utilise the processor of the Playstation 3 and also Graphical 
Processing Uƴƛǘǎ ǇǊŜǎŜƴǘ ƛƴ Ƴŀƴȅ t/ΩǎΦ !ŎŎƻǊŘƛƴƎ ǘƻ ǎǘŀǘƛǎǘƛŎǎ ǇǊƻǾƛŘŜŘ ōȅ {ǘŀƴŦƻǊŘΣ ǘƘŜǎŜ ǘǿƻ 
processing platforms provide approximately 95% of the computing power the project has with the 
GPU providing 68% in total (Stanford University, 2009a). This performance is achieved despite far 
ƭŜǎǎ Dt¦Ωǎ actively contributing to the project. The entire project has over 8.5 Petaflops of 
computing power at time of writing. 
 
The performance Stanford have achieved from the GPU inspires the work in this project and it poses 
the question, what else can the GPU accelerate?  

1.1 Project Motivation and Background  

With the use of the GPU in mind it was necessary to find a problem to solve. As the author has a 
specific interest in computer security a problem from this area was preferable. An application in this 
area that benefits from faster computing is password recovery.  
 
In order to evaluate whether the GPU is able to aid the acceleration of password recovery, it is 
necessary to have another platform from which to form a comparison. It was decided that the 
comparable platform should be the CPU present in computer systems since these are the most 
widely used processors. In order to perform these comparisons there must be something 
quantifiable to perform the comparisons with. With regards to password recovery this is the rate at 
which passwords are generated. 

1.2 Project Topic  

For the project to compare and contrast the performance of the CPU and GPU architecture, an 
application or algorithm that both architectures can execute must be developed. For the 
comparisons to have wider meaning the algorithm should be something that is widely used.  
 
The MD5 algorithm is an extensively used hash function, available in many languages. It is built-in to 
the PHP programming language (PHP.net, 2009) and further used by many web developers to store 
passwords. Choosing the MD5 algorithm enables measurement of the rate that each architecture 
performs MD5 hashing. The concept of generating lots of MD5 hashes is one that is shared with 
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password recovery, thus the projects development has a wider use beyond the comparison of 
results between the two architectures. 
 
If possible the project would like to provide faster password recovery than other existing solutions. 
The means to achieving this is the Graphical Processing Unit.  Research must be completed on CUDA, 
a GPU development language, ŀƴŘ Dt¦Ωǎ, to better understand the architecture. The project 
therefore has two obvious initial focuses. One half of the project is centres around researching 
Dt¦Ωǎ ŀǎ DŜƴŜǊŀƭ tǳǊǇƻǎŜ ǇǊƻŎŜǎǎƻǊǎ ŀƴŘ ǘƘŜ ƛƳǇƭƛŎŀǘƛƻƴǎ ŀƴŘ ǇǊƻōƭŜƳǎ ǘƻ ōŜ ǎƻƭǾŜŘ ǿƘŜƴ ǳǎƛƴƎ 
them. The second half of the project involves engaging that knowledge and producing an MD5 
algorithm for the GPU architecture. To draw comparisons with current CPU architectures algorithms 
must also be produced for the CPU. 

1.3 Project Aims and Objectives  

The overall focus of this project is to compare and contrast the performance of CPU and GPU 
architectures. Aims have been set out below to break this focus into more manageable components 

1.3.1 Project Aims  

 The project aims are as follows: 
 

1. Develop an algorithm or algorithms that recover passwords from MD5 ciphers using 
Graphical Processing Units 

2. 9ǾŀƭǳŀǘŜ ǇŜǊŦƻǊƳŀƴŎŜ ƻŦ Dt¦Ωǎ ƛƴ ŎƻƳǇŀǊƛǎƻƴ ǘƻ /t¦Ωǎ using developed algorithms 
3. Broaden knowledge in a new area of computing 
4. Implement a user interface to enable research findings to be released as a usable, user 

friendly product 
 
These aims provide a large amount of work and it is expected that they may not all be achieved in 
full. They must be defined to set the context of the project and the development processes that take 
place.  

1.3.2 Project Objectives 

Objectives are similar to milestones, in that must be met in order for the project to succeed. To 
complete the full artefact, several objectives must be assigned to provide a clear view of progress. 
The completion of these objectives is vital if the final product is to be 100% successful. The primary 
objectives are as follows: 
 

1. Research CUDA programming techniques required to maximize efficiency of GPU code 
2. tǊƻŘǳŎǘƛƻƴ ƻŦ ŀƴ ŜŦŦƛŎƛŜƴǘ a5р ŀƭƎƻǊƛǘƘƳ ŦƻǊ Dt¦Ωǎ ŀƴŘ /t¦Ωǎ ǘƻ ŜƴŀōƭŜ a fair comparison of 

the performance of the two architectures 
3. Use of developed algorithms for testing and results gathering on the CPU and GPU 

architectures 
4. Comparison and evaluation of performance results between the GPU and the CPU 

architectures 
5. Design and implementation of an easy to use GUI enabling the algorithms to be used for 

password recovery 
6. Full implementation of necessary algorithms into user interface demonstrating the 

significance of the developed algorithms 
7. Completion of final report documenting entire project 
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1.4 Project Scale 

The project covers a wide amount of modern technologies. To achieve the objectives a lot of 
research will have to be performed in the GPU area. As this is a fairly new topic the abundance of 
resources available to more established pieces of hardware and programming languages may be 
lacking.  Research will also have to include enhanced instruction sets on CPUs to generate an 
algorithm that fully utilises their potential. This step could be skipped, however it would raise the 
questions as to how meaningful any comparisons between the two architectures are when one 
architecture is optimised and the other is not. 
 
If time permits research will be implemented into a simple Graphical User Interface that provides 
users the ability to recover passwords from ciphers. The application will also be able to generate 
benchmark data comparing different algorithms developed throughout the project. If the user 
interface is implemented the Qt GUI library will be used.  

1.5 Project Constraints  

When comparing performance between architectures, ideally multiple hardware configurations 
would be available. Due to cost constraints it is not possible to test on every single architecture thus 
work will be limited to what is available. It is also known that there are multiple manufacturers of 
GPGPU technology.  Due to time and cost it is not possible to develop for them all. The same applies 
to CPU manufacturers also. 
 
The developed artefact will only be able to accelerate MD5 recovery if an Nvidia card that supports 
CUDA and has the correct drivers is installed in a users system. To the ŀǳǘƘƻǊΩǎ knowledge, this 
constraint makes it practically impossible to develop the artefact on most University computers.  

1.6 Project Deliverables  

On completion the project should produce: 
 

1. MD5 algorithms using CUDA and Streaming SIMD Extensions (SSE) 
2. Performance comparisons between GPUs and CPUs 
3. A Password recovery application for MD5 hashes 
4. Final report documenting entire development process and findings 

1.7 Project Audience  

This project may be of interest to anyone developing GPGPU applications. If any breakthroughs are 
discovered people interested in cryptanalysis of the MD5 hash function may find this project 
interesting. The project is intended as a proof of concept. 

1.8 Assumptions  

The project assumes that in most cases passwords are shorter than sixteen characters in length and 
that passwords beyond this length are unlikely to be recovered anyway. This will be taken into 
account when developing the algorithms and hence, the wider context of the development has an 
effect on development of the specific algorithms. The project also assumes that any reader is willing 
to do a little research into a new area of technology and understand computing architecture in more 
depth. 
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1.9 Potential Applications  

It is possible that the artefact development could continue and support other cipher algorithms, 
providing password recovery for many pieces of software that store passwords with algorithms 
other than MD5. 

1.10 Report Structure  

Chapter 2 ςResearch: An introduction to GPU technologies and how they arrived at their current 
state. Also a look into CPU processor extensions and other projects using GPUs for performance 
acceleration 
 
Chapter 3 ς Methodology: A brief evaluation of software development models and the proposed 
methodology for approaching the project. 
 
Chapter 4 ς Requirements: Analysing the requirements of the system in more detail 
 
Chapter 5 ς Prototyping:  The prototyping stages that were undertaken and the entire development 
of the project 
 
Chapter 6 ς Evaluation: Reflection on the project process and insight into performance results 
 
Chapter 7 ς CPU and GPU results discussion: Further discussion on the results discovered in testing 
and analysis of the CPU and GPU architectures 
 
Chapter 8 ς Conclusion: Reflection on the project and evaluation against objectives set in section 1.3 
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2 Research 

This chapter will take a brief look at some history of the microprocessor, identifying key and relevant 
innovation milestones, why they are significant and what effect past trends may have on the future. 
Concepts more relevant to this project will be looked at in more detail, including SIMD (Single 
Instruction Multiple Data) architectures such as MMX as these technologies are designed to offer 
performance to mathematical calculations. More recent GPU architectures will be looked at, 
including how recent changes have affected their programmability and why they are becoming 
popular to use devices. 
 
hǘƘŜǊ ǇǊƻƧŜŎǘǎ ǘƘŀǘ ƘŀǾŜ ǳǘƛƭƛǎŜŘ Dt¦Ωǎ ǿƛƭƭ ōŜ ŜǾŀƭǳŀǘŜŘ ŀƭƻƴƎǎƛŘŜ ƻǘƘŜǊ ǇǊƻƧŜŎǘǎ ǊŜŎƻǾŜǊƛƴƎ a5р 
ƘŀǎƘŜǎΣ ǎǇŜŎƛŦƛŎŀƭƭȅ ǘƘƻǎŜ ǳǎƛƴƎ Dt¦Ωǎ ǘƻ Řƻ ǎƻΦ There will be a brief look at future GPGPU 
technologies, as now there is a market demand companies are more willing to invest in GPGPU, and 
why this is relevant to the project. To conclude the chapter will look at the MD5 algorithm, 
explaining how it works and how it is used to store passwords in a secure manner. This research 
should ƘŜƭǇ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ǘƘŜ ǇǊƻƧŜŎǘΣ ǎǇŜŎƛŦƛŎŀƭƭȅ ǘƘŜ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ /¦5! ŀƴŘ Dt¦ΩǎΦ 

2.1 Overview of Computer Architecture  

The ŦƛǊǎǘ ƳƛŎǊƻǇǊƻŎŜǎǎƻǊǎ ǿŜǊŜ ƛƴǾŜƴǘŜŘ ƛƴ ǘƘŜ ƭŀǘŜ мфслΩǎ ŜŀǊƭȅ мфтлΩǎ. Intel was one of the first 
companies to produce a microprocessor with their model, the 4004. This would become the first 
commercially available microprocessor. One of the next major events in the industry was the 
invention of the x86 architecture, an architecture widely used today, marked with the release of the 
8086 processor. The slightly upgraded version, the 8088, is the processor used in the original IBM PC 
(IBM, 1981). Both processors featured the ability to be connected to a system alongside a second 
add-on processor called the 8087. The 8087 was a math co-processor that increased performance 
when doing floating point calculations (Wikipedia, Intel 8087, 2009). As not everyone needed 
hardware floating point capabilities this processor was optional, keeping the size and therefore the 
cost of the main processors lower. 
 
This co-processor trend continued with all new models with x86 denoting the CPU and x87 denoting 
the FPU add on. The 486DX processor marked the end of the x87 co-processor, and from then on the 
co-processor was integrated into the same die (chip) as the main CPUΦ !ŎŎƻǊŘƛƴƎ ǘƻ LƴǘŜƭ άǘƘŜ пус5· 
processor was the first to offer a built-in math coprocessorέ (Intel, 2009c)Φ ¢Ƙŀǘ ǎŀƳŜ άŎƻ-ǇǊƻŎŜǎǎƻǊέ 
still exists today in every x86 CPU and is used for all scalar floating point calculations. There are 
however no officially identified CPU co-ǇǊƻŎŜǎǎƻǊǎ ŀƴȅƳƻǊŜΦ ¢ƻŘŀȅ /t¦Ωǎ ŀǊŜ ǳǇƎǊŀŘŜŘ ǿƛǘƘ ƴŜǿ 
instructions that perform specific calculations faster or allow a calculation to be performed on an 
array of values as fast as a single value (see section 2.3, Single Instruction Multiple Data (SIMD)). 
 
In 1997 the first of such instruction extensions was released for the Intel Pentium and branded as 
MMX (Intel, 2009c). !a5Σ LƴǘŜƭΩǎ Ƴŀƛƴ ŎƻƳǇŜǘƛǘƻǊ ǘƻ ŘŀǘŜ also followed in 1998 with a similar 
extension named ά3DNow!ϰέ (AMD, 2000). Both were aimed at improving performance for 
multimedia, AMD specifically targeting 3D applications with their naming. MMX and 3DNow!ϰ have 
both been superseded by Streaming SIMD Extensions (SSE). The goal of the extensions is to deliver 
additional performance without too much overhead or radically changing the processor. That is to 
say that the extensions must not take up too much silicon space and they must not require the 
change of architecture of the processor. Essentially they give good improvements whilst allowing 
newer processors to run faster than older processors whilst still maintaining backward compatibility 
with old software. These restrictions do however mean there is a limit to how much extra 
performance they can deliver. 
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This is where the idea of a co-processing unit becomes attractive again. With this idea in mƛƴŘ ǿŜΩƭƭ 
turn attention to the graphical processing unit (GPU). 

2.2 The Graphical Processing Unit  

The Graphical Processing Unit has a similar story to the CPU. The modern GPU as it is commonly 
known started in around 1996 when a small company called 3dfx redefined 3D gaming (Wikipedia, 
3dfx, 2009).  Their add-in board accelerator achieved performance far beyond anything of its 
competitors (Pabst, 1998). It was essentially a co-processor as it could not operate without a 
standard 2D GPU. Eventually this kind of performance was available in a single chip version capable 
of 2D and 3D rendering. Today we are left with the product of this evolution similar to how the x87 
was integrated into the x86. 
 
It is important to distinguish the differences between a CPU and a GPU. CƛǊǎǘƭȅ Dt¦Ωǎ ŘŜŘƛŎŀǘŜ a lot 
more of their transistors to arithmetic units giving them a lot more mathematical performance. The 
calculation speed of their arithmetic units is not necessarily faster, however they have a lot more of 
them working in parallel (Nvidia, 2008a)Φ {ŜŎƻƴŘƭȅ Dt¦Ωǎ ƘŀǾŜ ƳǳŎƘ ƘƛƎƘŜǊ ƳŜƳƻǊȅ ōŀƴŘǿƛŘǘƘǎ 
than Ct¦ΩǎΦ ! ǘȅǇƛŎŀƭ Dt¦ ǿƛƭƭ ƘŀǾŜ рл-100 GB/s in memory bandwidth (Nvidia, 2009c) whereas a 
desktop DDR2 RAM is commonly in the range of 8-12 GB/sΦ ¢ƘƛǊŘƭȅ Dt¦Ωǎ Ŏŀƴƴƻǘ ŎǳǊǊŜƴǘƭȅ Ǌǳƴ ŀƴ 
operating system, thus they could still be classified as co-processors. 
 
Despite lacking the functionality of the CPU, the GPU has radically changed recently and as a result is 
a much more flexible device.  Lƴ hŎǘƻōŜǊ нллс ǘƘŜ уулл ǎŜǊƛŜǎ ƻŦ Dt¦Ωǎ ǿŜǊŜ ǊŜƭŜŀǎŜŘ ōȅ bǾƛŘƛŀΦ 
They featured a radically differing design, implementing something known as unified shaders 
(processors). This was different to the previous approach where each stage of the rendering process 
had its own shader processing units. By unifying the shader processors the GPU became a more 
general purpose device. Instead of multiple specialised processors, single generic ones were used 
with wider functionality. A significant gain to unification was that workloads could be balanced and 
all processors could be utilised as much as possible. In contrast the old model meant that if one set 
of shader processors were fully utilised and another set idle, the fully utilised shader processors 
could not use the idle processing power. This is illustrated in Figure 2.1 and Figure 2.2.  
 

 
Figure 2.1: Classic GPU architecture (Nvidia, 2006) 
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Figure 2.2: Unified shader architecture (Nvidia, 2006) 

 
 
This redesign paid off with substantial performance increases of over 100% in some cases, however 
it is important to note that the flagship model, the 8800 GTX, had approximately 2.5x as many 
transistors as the previous flagship model, the 7900GTX, taking up approximately 2.5x as much space 
too (Techarp, 2006) (Wasson, 2006). Taking this into account, it could be argued that the new chips 
were not as efficient as old chips at the primary task they were designed for and that an older 
architecture with equal amounts of transistors could possibly outperform the newer architecture. 
New architectures often bring more than speed, with improvements in image quality quite common 
ŀƴŘ ōŜŎŀǳǎŜ ƻŦ ǘƘƛǎ ƛǘΩs extremely difficult to do objective comparisons with respect to the efficiency 
of a new design. 
 
One new feature the 8000 series brought besides performance was CUDA, an acronym for Complete 
Unified Device Architecture. Older architectures did not feature CUDA and this is what makes this 
series of GPU so significant. The 8800 series marked the birth of the CUDA architecture and it was 
partly the unified shader design that enabled the GPU to become a general purpose processing 
device. CUDA meant that the GPU was no longer just limited to rendering games and being 
programmed through ƎǊŀǇƘƛŎǎ !tLΩǎ ǎǳŎƘ ŀǎ 5ƛǊŜŎǘ· ŀƴŘ hǇŜƴD[. A real programming language now 
existed for the GPU, enabling programmers to write code in a similar syntax to the C programming 
language. It could now accelerate physics in games where supported (Nvidia, 2009d), and through 
opening up the device to developers many thousands of other tasks. 
 
With the GPU now a more general purpose device, its processing power could be delivered to 
programmers. As mentioned earlier, reason the GPU can offer so much more power than a 
traditional CPU is because it devotes more transistors to processing. It is however important for 
potential users ǘƻ ǊŜŀƭƛǎŜ ǘƘŀǘ Dt¦Ωǎ ŀǊŜ ǇŀǊŀƭƭŜƭ ǇǊƻŎŜǎǎƻǊǎ ǊŀǘƘŜǊ ǘƘŀƴ ŦŀǎǘŜǊ ǇǊƻŎŜǎǎƻǊǎΦ Figure 2.3  
illustrates the concept behind GPU design. In contrast, Figure 2.4 shows an actual die of an AMD 
Barcelona Quad Core Processor (Kanter, 2007). Analysis of the AMD processor reveals that a lot of 
die space is dedicated to units that do not directly give performance such as cache, and instruction 
decoding. The 128-bit FPU highlighted at the top left of the image takes up approximately 3% of 
total die space (measured). Each core has a 128-bit FPU thus the total amount of die space 
dedicated to fast processing is approximately 12%. 
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To conclude, the GPU is exceptional at doing a lot number based tasks at once. The CPU is average at 
doing everything. 
 
 

 
Figure 2.3: The GPU devotes more space to arithmetic (Nvidia, 2008a) 

 
 

 
Figure 2.4: AMD K10 (Barcelona) electron micrograph die shot (Kanter, 2007) 
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2.3 Single Instruction Multiple Data ( SIMD) 

!ƴ ŜƴƘŀƴŎŜƳŜƴǘ ǘƘŀǘ ōƻǘƘ /t¦Ωǎ ŀƴŘ Dt¦Ωǎ ōŜƴŜŦƛǘ ŦǊƻƳ ƛǎ {La5Φ SIMD is short for Single 
Instruction Multiple Data.  Rather than working on one piece of data at any given time, SIMD works 
on multiple pieces of data. Figure 2.5 illustrates a 128 bit SIMD variable and how in SIMD 
environment the variable can be seen as many different types of variable.  Providing the SIMD 
implementation supports it the engine can do two complex double floating point calculations or four 
single precision float calculations in the same time. The same applies to all the integer types listed 
too, so it is possible to add two very long 64-bit numbers or 16 tiny bytes all in the same amount of 
time. 
 

 
Figure 2.5: A 128 bit variable and the many ways it can be manipulated with SIMD functions (Hagog, 2007) 

The programming approach is different to accommodate for the way that SIMD works. Normally if 
given two vectors (array of numbers) and instructed to add them, a programmer would iterate each 
vector adding the corresponding indexes and storing them in a third vector as demonstrated in 
Figure 2.6. This style of programming is known as scalar programming. Vector programming is shown 
in Figure 2.7. Instead of iterating a single function performs the entire task of adding the two 
vectors. While both examples achieve the same result the vectored example requires fewer 
instructions, does not require the loop and therefore will execute quicker. For such a small 
calculation the difference in calculation time is negligible to a human however for large datasets or 
real time execution SSE provides noticeable speedups. 
 

 
Figure 2.6: Scalar addition of two vectors 

 

 
Figure 2.7: SIMD addition of two vectors 

int vector_one[4] = { 10000, 20000, 30000, 40000 };  

int vector_two[4] = { 200, 300, 500, 800 };  

int vector_three[4];  

 

vector_three = SIMD_ADD _4x32 ( vector_one, vector_two );  

  

 

 

int vector_one[4] = { 10000, 20000, 30000, 40000 };  

int vector_two[4] = { 200, 300, 500, 800 };  

int vector_three[4];  

 

for( int i = 0; i < 4; i++ ) {  

 vector_three[i] = vector_one[i] + vector_two[i];  

}   
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 128 bits 

 64 bits 64 bits 

 32 bits 32 bits 32 bits 32 bits 

     

vec1 10000 20000 30000 40000 

vec2 200 300 500 800 

     

vec1 + vec2 10200 20300 30500 40800 

vec1 x vec2 2000000 6000000 15000000 32000000 
Table 2.1: 128 bit SIMD vector and multiplication results 

2.4 GPU Architecture in More Depth  

The GPU is an expansion card that slots into the main systems PCI-Express slot. It operates as a 
completely independent device with its own processing cores and memory. It is controlled via a 
device driver which provides functionality to programmers through an API, whether that is CUDA, 
DirectX or any other supported API. All communication to the device is made across the PCI-E bus. 
This is what provides the connectivity of the GPU device to the rest of the system.  
 
The PCI-E bus is the bottleneck in the architecture with even the fastest most expensive 
motherboards with x32 PCI-E 2.0 slots only providing a maximum 16 Gigabyte/s of usable 
throughput. This is far less than the on board memory bandwidth of ŜǾŜƴ ǘƘŜ ƭŜŀǎǘ ŜȄǇŜƴǎƛǾŜ Dt¦Ωǎ 
(Nvidia, 2009e) and even further below the speed of onboard cache. Due to this CUDA programming 
guide encourages minimal use of the PCI-E bus (Nvidia, 2008a). 
  
The physical GPU is comprised of many smaller Arithmetic Logic Units which perform the 
ŎŀƭŎǳƭŀǘƛƻƴǎΣ ǘƘǳǎ Dt¦Ωǎ ŀǊŜ ƴƻǘ ŜȄǘǊŜƳŜƭȅ Ŧŀǎǘ ǇǊƻŎŜǎǎƻǊǎΣ Ƨǳǎǘ ŀ ŎƻƭƭŜŎǘƛƻƴ ƻŦ ǎƭƻǿŜǊ ƻƴŜǎ ƻǇŜǊŀǘƛƴƎ 
ƛƴ ǳƴƛǘȅΦ Lǘ ƛǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ǘŀƪŜ ǘƘƛǎ ƛƴǘƻ ŀŎŎƻǳƴǘ ǿƘŜƴ ŘŜǎƛƎƴƛƴƎ ŎƻŘŜ ŦƻǊ ŀ Dt¦Φ ¢Ƙƛǎ ƛǎ ǿƘȅ Dt¦Ωǎ 
are parallel processors. These smaller processing units are arranged into multiprocessors thus a GPU 
Ƴŀȅ ƘŀǾŜ мн ƳǳƭǘƛǇǊƻŎŜǎǎƻǊǎ ŜŀŎƘ ƘŀǾƛƴƎ у ǇǊƻŎŜǎǎƻǊǎ ό![¦Ωǎύ ǘƘŜǊŜŦƻǊŜ ƘŀǾƛƴƎ ŀ ǘƻǘŀƭ ƻŦ фс 
processors. 
 

 
Figure 2.8: Basic system architecture 

Figure 2.8 shows a simplistic overview of the system architecture.  The left side of the diagram 
shows the GPU and its subcomponenǘǎΦ CǊƻƳ ƴƻǿ ƻƴ ǘƘƛǎ Ƴŀȅ ōŜ ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ ǘƘŜ άŘŜǾƛŎŜέΦ ¢ƘŜ 
right side shows the CPU, System DRAM and DRAM Memory Controller, which may be referred to as 
ǘƘŜ άƘƻǎǘάΦ The host and device communicate with each other through the PCI-E bus in the middle. 
As more devices are added to the system the resources of the PCI-9 .ǳǎ ŀǊŜ ǎƘŀǊŜŘΦ !ǎ Dt¦Ωǎ ŀǊŜ 
relatively inexpensive devices it is quite feasible to have up to 4 in a single system providing there 
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are enough PCI-E slots to support this.  Figure 2.9 illustrates ƳǳƭǘƛǇƭŜ Dt¦Ωǎ ŎƻƴƴŜŎǘŜŘ ǎƘŀǊƛƴƎ ǘƘŜ 
single bus and single CPU. While the potential GPU power has increased fourfold, the rest of the 
system still has the same resources. If the software design already fully utilises the PCI-E bus 
bandwidth for one GPU, the system will not be able to capitalise on the extra power provided by 
three extra GPUs. It is therefore critical to performance that the system has as few bus transfers as 
possible. 
 

 
Figure 2.9: More devices have to share the same bus 

2.4.1 Memory hierarchy  

The GPU has a different memory hierarchy to a conventional CPU. Table 2.2 lists the four main types 
of memory a programmer can access on a GPU. Each type of memory is directly accessible by the 
programmer. The speed of the memory and typical size is also shown. This table was built from 
specifications in the CUDA programming guide (Nvidia, 2008a). 
 

Type Description Speed Size 

Global Slower memory, larger. Amount varies from card to card. 
Typically ranges from 512-1024Mb on modern hardware 

Slow Large (256-
1024MB) 

Constant Fast memory, cached, limited in size 64Kb Fast Small (64KB) 

Shared Per thread block storage. As fast as registers. Only 16384Kb  Fast Small (16KB) 

Registers Fastest storage. 8192 32-bit registers (32768KB) up to CUDA 
compute 1.2.  

Fast Small (32-
64KB) 

Table 2.2: Types of memory for a GPU and respective attributes 

Figure 2.10 illustrates the memory and processor layout of CUDA devices. Device memory is shared 
between all multiprocessors and each multiprocessor can access all of the device memory space. 
Shared memory is private to each multiprocessor such that only processors within that 
multiprocessor can access it. The same applies to the constant and texture caches, these are not 
directly accessed by a programmer. The programmer instead accesses constant memory which 
appears to be stored in global memory. For performance reasons the constant memory is cached on 
each processor. If this is true then frequent changing of the constant memory space will require the 
cache to update itself by accessing device memory. Performance will be lost if this is the case so 
constant memory should be modified as little as possible if it is to enhance performance. 
 

CPU

PCI-E 
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GPU GPU GPU GPU
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Figure 2.10: CUDA device layout and memory hierarchy (Nvidia, 2008a) 

The instruction unit issues instructions to each processor. For maximum performance each 
processor should be executing the same instruction. If the code has conditional statements such as if 
statements, different processors will have to execute different paths. As the instruction unit only 
issues a single instruction at a time, processors requiring different code paths due to conditional 
statements will sit idle (Volkov & Demmel, 2008). 
 
To summarise, each GPU device features a set of multiprocessors and a single block of global device 
memory. The amount varies between cards, with more powerful cards having larger amounts of 
each. 
 
Each multiprocessor has: 

¶ Multiple processorsΣ ǎƻƳŜǘƛƳŜǎ ǊŜŦŜǊǊŜŘ ǘƻ !ǊƛǘƘƳŜǘƛŎ [ƻƎƛŎ ¦ƴƛǘǎ ό![¦Ωǎύ 
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¶ A block of shared memory solely accessible by itself. Currently 16384KB for CUDA devices 

¶ A cached version of constant memory. Currently 64KB for CUDA devices 

¶ A cached version of texture memory 

¶ Access to global device memory. Varies between cards 
 
Each processor within a multiprocessor has access to registers. The data in the registers is exclusive 
ǘƻ ǘƘŀǘ ǇǊƻŎŜǎǎƻǊΣ ǘƘǳǎ ǇǊƻŎŜǎǎƻǊ м Ŏŀƴƴƻǘ ŀŎŎŜǎǎ ǇǊƻŎŜǎǎƻǊ нΩǎ ǊŜƎƛǎǘŜǊǎ. 
 
Table 2.3 compares various different CPUs and GPUs, listing their GFLOPS ratings and the relation to 
peak GFLOPS the core clock and amount of processors have. This table was built up using 
manufacturer listed specifications and architecture papers. It was not possible to determine how to 
calculate the peak performance ƻŦ ǘƘŜ !¢L Dt¦Ωǎ.   
 

Manufacturer Device Core Clock 
(MHz) 

Shader Clock 
(MHz) 

Processors GFLOPS 
(Peak) 

      

Nvidia 8600 GT 540 1180 321 1132 

Nvidia 8800 GT 600 1500 1121 5042 

Nvidia 8800 GTX 575 1350 1281 5182 

Nvidia GTX 285 648 1476 2401 10632 

      

ATI 3870 900 - 320  

ATI 4850 625 - 800  

ATI 4870 750 - 800  

      

Intel Pentium 4 EE 
965  

3733 - 2 14.93 

Intel Core 2 E6400 2136 - 2 17.14 

Intel Core 2 E7400 2800 - 2 22.44 

Intel Core 2 E6600 2400 - 2 19.24 

Intel Core 2 Q6600 2400 - 4 38.44 

Intel Core 2 Q9650 3000 - 4 48.04 

Intel Core i7 920 2667 - 4  42.74 

Intel Core i7 965 3200 - 4 51.24 

      

XBOX 360      

PS3 (Cell) IBM Cell - - 7 204.8 
Table 2.3: Comparison of peak throughput for various devices 

 

  

                                                           
1
 This is the amount of shader processors on the device and does not include other processors on the device 

2
 bǾƛŘƛŀ Dt¦Ωǎ ŀǊŜ Řǳŀƭ ƛǎǎǳŜ ŀŎƘƛŜǾƛƴƎ мȄ a¦[!55 Ҍ мȄ a¦[ ƛƴ ŀ ǎƛƴƎƭŜ ŎƭƻŎƪΦ DC[ht{ ƛǎ ǘƘŜǊŜŦƻǊŜ Ŝǉǳŀƭ ǘƻ 

Shader Clock x Processors x 3 (Nvidia, 2008b) 
3
 The Pentium 4 is dual issue, performing two operations per clock cycle per core. GFLOPS is therefore equal to 

Core Clock x Processors x 2 (Intel, 2001) 
4
 The Core 2 and i7 architectures are 4-issue, performing four operations per clock cycle per core. GFLOPS = 

Core Clock x Processors x 4 
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2.5 CUDA Related Projects  

Browsing the Nvidia website will reveal quite a range of existing projects that utilise CUDA. Nvidia 
boasts some extremely high performance increases compared to traditional CPUs when using CUDA 
in combination with its GPUΩǎΣ over 1000 times in some situations (Nvidia, 2009b). The figures they 
claim are based on research performed by other people in most cases. It is important to look beyond 
the marketing figures and asses how these numbers were achieved and whether they are accurate. 
Increases in performance this large raise questions about the testing methodologies and the 
optimisations of implementations for each architecture and what they were actually making 
comparisons to. The CUDA zone website has many of these projects with source code, and initial 
investigations show that the comparisons are often flawed, and performance increases are 
exaggerated by comparing old hardware to new, alongside lack of optimisation for the non GPU 
processor. With such practices it is not a surprise that they claim GPU using CUDA are so much 
faster. One of the objectives of this project is to ensure comparisons between architectures are as 
fair as possible thus evaluating the true performance increase the GPU brings. 
 
A project suspected of bad testing methodologies is found through NvidiaΩǎ ǿŜōǎƛǘŜΦ ¢ƘŜ bǾƛŘƛŀ 
website claims a 50 times performance increase when performing Monte Carlo LIBOR calculations 
used in finance (Giles & Xiaoke, 2008). Analysis of the report only shows 120-400x speed ups and the 
author Mike Giles says that the speedup was over 100 times on his website (Giles, 2008b). Analysis 
of the CPU code written in C, shows that the CPU was not optimised in any way (Giles, 2008a). The 
actual hardware used is not clearly stated, however the report (Giles & Xiaoke, 2008) states that a 
Pentium 4 with Hyper Threading was used. To summarise there is no evidence of multi-core 
optimisation or SSE programming for the CPU. 
 
The methodology of testing is questionable.  Time was taken to optimise the GPU architecture; 
however no effort was made to optimise the CPU architecture. All CPU code is scalar, with no SSE 
instruction usage and there is no evidence of multi-threading.  If the GPU code was treated in the 
same manner, running a single thread on a single core, the GPU performance would probably be 
slower than the CPU. All this research can tell us is that a GPU is faster than a very slow out of date 
CPU running un-optimised code. 
 
An algorithm optimised to take full advantage of modern multi-ŎƻǊŜ /t¦Ωǎ ŀƴŘ ǊǳƴƴƛƴƎ ƻƴ a modern 
CPU, could quite possibly perform 10-20 times faster than a single core scalar equivalent. Estimation 
is based on the assumption that a Core 2 based processor performs approximately 50% faster than a 
Pentium 4 due to major architectural improvements, SSE can process 4 elements at once, and that 
there are a minimum of two cores to utilise.  
 
Research has already been performed on specific SSE instructions for CPUs and the speedup they 
offer.  A project providing SSE optimised implementations of sin, cos and tan functions shows that 
they offer around a fivefold increase in performance when compared to implementations using 
legacy x87 FPU instructions (Pommier, 2008). By utilising SSE it should be possible to see how the 
CPU performs in comparison to the GPU when it is performing at its best. 
 
Another such example project compares a single core Pentium 4 running at 3.4GHz with Hyper 
Threading to an Nvidia 8800GT (Alerstam, Svensson, & Andersson-Engels, 2008). It is no surprise that 
they found results that were up to 1000 times faster using the GPU. The use of such a weak CPU that 
is several generations old makes one question of the quality of their code and algorithms on the CPU 
architecture. While 1000 times ƛǎ ǎǘƛƭƭ ŀ ƘǳƎŜ ƎŀǇ ǘƻ ŎƭƻǎŜΣ ŎǳǊǊŜƴǘ Ƴǳƭǘƛ ŎƻǊŜ /t¦Ωǎ ǳǘƛƭƛǎƛƴƎ {{9 
instructions and running multi-threaded could once again provide a 10-20 times speedup over the 
Pentium 4 used. This would still translate to the GPU being 50-100 times faster. A further look at 
their paper reveals that the GPU was only performing single-precision calculations (32-bit) whereas 
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the CPU was performing double-precision (64-bit). On current CPU architectures this alone would 
double the computation time and it is assumed that it would do at least that on the Pentium 4 
architecture.  With all the above taken into account, if the simulations were re-run with a modern 
dual or quad core CPU, the difference would most likely be in the 12.5-25 times range. This seems 
far more reasonable and is more consistent with GFLOPS ratings of devices listed in Table 2.3 
 
It is difficult to find papers that use modern processors and disclose utilising SSE instructions and 
multi-threading on the CPU. The most in-depth found uses a quad core made by AMD. They are not 
the fastest processors on the market and the particular model may have a bug patch that causes 
significant performance loss. The use of a faster processor is a step in the right direction though. 
Once again the author only demonstrated scalar code with not a mention of any CPU threading or 
SSE instructions (Jalili-Marandi & Dinavahi, n.d). 
 
There is no doubt that the GPU is faster at all the tasks performed in the papers mentioned above. 
The question that remains unanswered is how much faster they are when compared to a fully 
utilised modern CPU? The authors of the papers may not have realised the extra performance that 
ǘƘŜ /t¦Ωǎ ƘŀŘ ǘƻ ƻŦŦŜǊΦ 
 
More relevant to the project topic of MD5 recovery, there are two documented alternatives utilising 
Dt¦Ωǎ.  A commercial password recovery application is written by Elcomsoft (Elcomsoft, 2009b). 
Their program recovers many different types of passwords, including MD5. This piece of software is 
expensive with a price tag of £1,399 for a single user licence. Luckily they offer a free to download 
ŀǇǇƭƛŎŀǘƛƻƴ ǘƘŀǘ Ƨǳǎǘ ǇŜǊŦƻǊƳǎ a5р ǊŜŎƻǾŜǊȅ ŎŀƭƭŜŘ ά[ƛƎƘǘƛƴƎ IŀǎƘ /ǊŀŎƪŜǊέ (Elcomsoft, 2009a). 
Comparisons of performance to their commercial program suggest that both share the same 
codebase for MD5 recovery. Due to their website being updated, it is no longer possible to see their 
advertised performance using older graphics hardware for the commercial software. 
 

 
Figure 2.11: Elcomsoft password recovery rates (Elcomsoft, 2009b) 
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Nvidia claims ElcomsoftΩs password recovery runs 50 times faster on a GPU than on a conventional 
CPU (Nvidia, 2009b). Based on advertised performance shown in Figure 2.11, this figure appears to 
be based on the comparison of a mainstream dual core CPU that could be bought for around £300 
(Core2 E4500), to a system costing over £6,000 with a total of four top of the range GPUs (Tesla 
S1070) (kikatek, 2009). While the claim is correct, the comparison is apples to oranges and is the 
equivalent of comparing a £120,000 system to the GPU powered results, then boasting about how 
fast the £120,000 system is. 
 
tŜǊŦƻǊƳŀƴŎŜ ŦƛƎǳǊŜǎ ŦƻǊ ά[ƛƎƘǘƛƴƎ IŀǎƘ /ǊŀŎƪŜǊέ ŀǊŜ ǎƘƻǿƴ in Figure 2.12. With the single GPU GTX 
280 yielding slightly over half the performance of the Dual GPU GTX 295 it is almost certain that 
Lighting Hash Cracker runs the same MD5 algorithm as ElcomsoftΩs commercial recovery package5. 
 

 
Figure 2.12: Lightning Hash Cracker MD5 recovery rate (Elcomsoft, 2009a) 

As the recovery suite is a commercial application, no source code is available. Mario Juric has 
ǇŜǊŦƻǊƳŜŘ ǎƻƳŜ ǊŜǎŜŀǊŎƘ ƻƴ ǳǎƛƴƎ Dt¦Ωǎ ǘƻ ƎŜƴŜǊŀǘŜ a5р ƘŀǎƘŜǎ (Juric, 2008). His results are far 
ǎƭƻǿŜǊ ǘƘŀƴ 9ƭŎƻƳǎƻŦǘΩǎ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴǎΦ He has made his source code and results publicly available 
and also provided some testing results. This piece of work should prove valuable reference 
throughout the project. 
 
A piece of research worth a mention was conducted utilising the PlayStation 3 to generate MD5 
hashes (Breese, 2007)Φ .ǊŜŜǎŜ ǊŜǇƻǊǘǎ ǘƘŀǘ ǘƘŜ {t¦Ωǎ ƻƴ ǘƘŜ t{о Ŏŀƴ ǇǊƻŘǳŎŜ ƴŜŀǊƭȅ н .ƛƭƭƛƻƴ a5р 
hashes per second. This does seem unlikely, especially when considering the performance of the PS3 
listed in Table 2.3. If the PS3 produces 2 billion MD5 hashes with 200 billion operations per second of 
processing power it is performing an MD5 calculation with only 100 operations. In reality this is 
impossible as the MD5 algorithm has far more operations than this. 
 
By evaluating GPGPU performance fairly, a better understanding of the performance improvements 
GPUs offer can be gathered. GPU performance is increased significantly by Fused Multiply Add (FMA) 
instructions, whereby addition and multiplication is performed in half the time as would normally be 
expected. If the GPU is going to claim to be a general purpose device then it does not seem objective 
to base all its performance comparisons on tests where it gains a lot of performance due to a single 
instruction. The MD5 algorithm does not use Fused Multiply Add instructions. Despite this, it should 

                                                           
5
 The GTX нфр ƛǎ ǘǿƻ D¢·нулΩǎ ǘƻƎŜǘƘŜǊ ƻƴ ŀ ǎƛƴƎƭŜ ōƻŀǊŘΦ ¢ƘŜ ǘǿƻ ŎƘƛǇǎ Ǌǳƴ ŀǘ ǎƭƛƎƘǘƭȅ ƭƻǿŜǊ ŎƭƻŎƪ ǎǇŜŜŘǎ ŘǳŜ 

to heat hence the performance increase from GTX280 to GTX295 is not 100% 
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not mean people do not use this extra performance. A tool is a tool and the right tool is what 
matters. 

2.6 The Future  

/ǳǊǊŜƴǘƭȅ ƻƴƭȅ !¢L όƴƻǿ !a5ύ ŀƴŘ bǾƛŘƛŀ ƳŀƪŜ ǇƻǿŜǊŦǳƭ Dt¦ΩǎΦ LƴǘŜƭΣ ǘƘŜ ǿƻǊƭŘΩǎ ƭŀǊƎŜǎǘ ŎƘƛǇ ƳŀƪŜǊ 
(iSuppli, 2009), are planning to release their own GPU in 2010 (Intel, 2009a). Codenamed Larrabee, it 
has a slightly different approach than current solutions as it runs on the x86 Instruction Set 
Architecture (ISA). The decision to use x86 has not been without criticism, with Nvidia stating that 
Larrabee is "like a GPU from 2006" (Graham-Smith, 2009). As Larrabee is competing directly with 
bǾƛŘƛŀΩǎ ǇǊƻŘǳŎǘǎΣ ƻƴŜ ǿƻǳƭŘ ƴƻǘ ŜȄǇŜŎǘ ǘƘŜƳ ǘƻ ƘŀǾŜ ǇƻǎƛǘƛǾŜ ǘƘƛƴƎǎ ǘƻ ǎŀȅΦ Pessimism may be due 
to lack of thorough understanding of exactly what Intel are doing, and simply thinking it is an array 
ƻŦ ƎƭǳŜŘ ǘƻƎŜǘƘŜǊ /t¦ΩǎΦ  
 
Larrabee features slow scalar in-order x86 cores with SIMD units that do the intensive numerical 
processing. By contrast desktop /t¦Ωǎ ǳǎŜ ƻǳǘ-of-order execution cores that dedicate a lot of 
transistors that ensure the processor is always kept as busy as possible ŀƴŘ ŎƭƻŎƪ ŎȅŎƭŜǎ ŀǊŜƴΩǘ 
wasted. The reason to use x86 is unknown, but it does mean that it is compatible with all x86 
libraries and that a large amount of code will already run on Larrabee. Intel has also stated that it 
will be able to boot an operating system. The SIMD units are the important part of Larrabee with 
regard to raw performance. Renamed to Advanced Vector Extensions (AVX), they are based on the 
SSE SIMD units used in standard Intel processors, however they heavily modified (Seiler, et al., 
2008).  
 
Table 2.4 draws comparisons between Larrabee and current Core 2 Desktop processors. Larrabee 
configurations are speculative however a 16 core processor at 1.5 GHz would see extremely likely. 
The calculation of gigaflops is not straight forward for Larrabee. Intel have confirmed that it will have 
the ability to perform fused multiply add in a single cycle, ǿƘŜǊŜŀǎ ǎǘŀƴŘŀǊŘ /t¦Ωǎ ǿƛǘƘ {{9 Ŏŀƴƴƻǘ, 
effectively doubling the peak throughput of Larrabee. The fused multiply add performance figures 
are listed in brackets. If Larrabee is pipelined like current Nvidia GPUs, and can perform fused 
multiply add and an additional addition or multiply in a single clock cycle, the peak performance 
figures will be triple the first gigaflops figure. It is extremely unlikely that Larrabee would feature all 
of these performance enhancing features in a single chip especially considering this is a first attempt. 
This means that a single chip GPU capable of 3 Teraflops is unlikely till at least 2010. 
 

Product Cores SIMD Width IPC6 Clock Speed Resulting GFLOPS 

Larrabee 16-24 512 bit 16 1.5-2.5 GHz 384-960 (768-1920) 

Desktop Core 2 CPU 2-4 128 bit 4 2-3 GHz 16-48 
Table 2.4: Comparison of Larrabee to current CPUs 

An important factor to consider about Larrabee is whether its AVX implementation has the same 
performance constraints as SSE. If it does, which is very likely, double precision calculations will only 
take twice as long as single precision. In contrast, current NvidiaΩǎ latest Gt¦Ωǎ ƘŀǾŜ ŀ ǎƭƻǿŘƻǿƴ ƻŦ 
12 times when performing double precision calculations (Nvidia, 2008b) as they contain less double 
precision processors. While this will have no impact in the gaming world, scientific, engineering and 
financial industries make great use of double precision floating point values. 

                                                           
6
 Instructions per clock cycle 
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2.7 Introduction to MD5 Recovery  

The MD5 function is 128-bit a one way compression function.  This means that the output cannot be 
reversed and the input discovered. Due to this the only way to recover passwords stored in an MD5 
format is to brute-force generate inputs that could possibly be the password, hash them with the 
MD5 function, then compare them to the hash that is trying to be recovered. This process can be 
exhaustive, however they are ways of lowering the time it takes. Often a dictionary file will be used, 
containing a very long list of words. This is done as users quite commonly use words for their 
passwords. If the password is not found from the dictionary then the common approach is to 
generate every single possible combination of password. This process takes a long time even for 
short passwords thus the quicker it can be done the quicker the password can be recovered. 
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3 Methodology  

When approaching a project it is important to consider a methodology. A methodology encompasses 
all the methods, approaches and techniques that are going to be used to develop the project. A 
methodology keeps a project running smoothly an enables the project team to identify any 
problems sooner rather than later. There are many models that are used as approaches to 
developing software (Wikipedia, Software Development Methodology, 2009). Models help identify 
the different stages of a software development lifecycle 

3.1 Waterfall  

The waterfall model was first described in 1970 by Winston W. Royce in a paper about managing 
large software development projects (Rovce, 1970).  Although he did not name it the waterfall 
model Royce used it as an example of a flawed development model. The irony is that the waterfall 
model is very widely used even to this day. The model consists of stages which are completed before 
continuing to the next stage whereby they flow cascading down like a waterfall. 

3.1.1 Advantages 

Due to its simplicity and static nature the advantages of the waterfall are not necessarily useful to 
software development. Potential advantages are listed below: 
 

¶ Each stage is completed fully and sequentially making it easier to identify the boundaries 
between each stage. In turn this makes progress tracking simpler 

¶ Large emphasis on getting the requirements and design right due to the inability to 
backtrack may reduce unexpected errors on testing.  

¶ Quicker development times when requirements are very well known 

3.1.2 Disadvantages 

The following are considered disadvantages of the waterfall model: 
 

¶ Once a stage is complete there is no way back to the previous stage. Requirements are 
subject to change all the time even during development. There may be obstacles that 
require previous stages to be reviewed and re assessed. 

¶ There is a lack of communication between each stage as each stage only gets the 
information that has flowed from the stage before it 

 
The huge problem with the waterfall model is that there no communication between the stages. The 
model itself implies that each stage is 100% complete before the next stage is attempted. When 
talking about the stages in the Software Development Lifecycle, Dawson states that άƛƴ ǇǊŀŎǘƛŎŜ 
there is often soƳŜ ƻǾŜǊƭŀǇ ŀƴŘ ƛǘŜǊŀǘƛƻƴ ōŜǘǿŜŜƴ ǘƘŜǎŜ ǎǘŀƎŜǎέ (Dawson, 2005). The waterfall 
model does not describe any iteration or overlap. 

3.1.3 Project Suitability  

The waterfall model is completely unsuitable for the development of this project. This project has 
specific end goals however the requirements of the final design and implementations cannot be 
known without the development of prototypes. The waterfall model is not suitable for prototyping 
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as there is no communication between each of the stages. A prototype may involve a lot of iteration 
between the design and implementation stage. This is not possible when using the waterfall model.  
 
 

 
Figure 3.1: Waterfall model 

3.2 Spiral  

The spiral model is a more incremental approach to software development.   It is best suited for 
large projects where finish times are not known due to its infinite spiralling nature.  The spiral model 
has similar stages to the waterfall model. The main difference is that it allows the project to revisit 
previous stages, thus it recognises that requirements or any other aspect may not be completely 
clear from the start. If this is the case these can be corrected and amended when a new cycle of the 
spiral starts. 
 
When using the spiral model, the requirements are set as best as possible, but instead of completing 
the entire project from these requirements, the objective instead is to create an initial prototype to 
deliver to the users for feedback. This is a significant improvement on the waterfall model where the 
user does not get to comment on the product until it is finished. By evaluating progress at regular 
intervals it is possible to identify and rectify any problems before their impact spreads to other 
stages in the development cycle. This iterative approach gets the user involved in the lifecycle and 
enables them to adjust requirements as necessary (Boehm, 1988).  
 




















































































































